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Jaunako APT uzbrukumu laika nogrieznis

Sakotnéjas piekluves méginajumi un

Vairak ka ducis kompromitetu mérku  _ Aktiva uzbruceja

¢ realizacija ! Pakalpojumu sniedzeji, Valsts un .
Pakalpojumu sniedzeji, Valsts un Kritiska infrastruktiira pretdarblba
Kritiska infrastruktira Marts 2022 - Septembris 2022 RED vs BLUE
Maijs 2021 Apr 2022 - tagad

® ® ® ® - ®

| Strauji palielinas aktivitate

Gulo$o (jau kompromitéto) agentu

aktivizeSana

{ CERT.LV draudu medibas
Mar 2022 - Sim bridim

Janvaris 2022 - Maijs 2022




W= Kas Latvijai uzbrik?

Krievija realize plasa méeroga
kiberoperacijas vismaz kops 2007. gada
(Agent-BTZ, Turla, ...)

Latvija kiberdrosibas apdraudejuma
limenis noteikts ka augsts kops
2022. gada janvara.




W Kiberoperacijas pret LV

Baltkrievija?




Krievijas kiberoperaciju piemeri e-pasta

MINISTRY OF DEFENSE OF UKRAINE <military-of-ukraine@web-mail.website> gy € Reply * ReplyAll v ~ Forward More v

Providing additional military assistance to the defenders of Ukraine 17.05.22 14:12

Sis ir aréjs e-pasts, lidzu pievérsiet uzmanibu avota autentiskumam.

In connection with the ongoing military aggression of the Russian Federation against the civilian
population of Ukraine, | ask you, as an official representative of the state, a friend of our country, to
contact the Minister of National Defense - Commander of the Armed Forces, to consider providing
additional military and humanitarian assistance to the defenders of Ukraine.

Deputy Commander for Armaments -
Head of the Technical Department
Major General (MG) Yevgeny Gerasimenko

MINISTRY OF DEFENSE OF UKRAINE
6, Povitroflotskyi Sq., Kyiv

> U 1 attachment: Military assistance of Ukraine.htm




Sakotnejas piekluves un kontroles izversanas
piemers
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Gataviba sakotnejas uzbrukuma fazes / piekluves
pamanisnai un reakcijai




ACERT.LVA RECON

whoami
ipconfig /all

nslookup -type=SRV Idap._tcp.dc._msdcs.//domain

curl http:/lifconfig.me ")cs ["[RYWH[HE

net use ;c
net view ¢ & ‘:&

ping 8.8.8.8 J 2 oy
arp -a 3 w
nitest /domain_trusts
nbtstat -n

tasklist /svc

! - 1) ' T nemegensratlor.net



WEEL - Centralizeta drosibas telemetrija
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W= Centralizeta droSibas telemetrija
Uzbrucejs ir pliks...

All Process Events

Process Name Timestamp TERMINATED PROCESS

. msedge.exe

May 24, 2023 @

msedge.exe ~
. g 16:58:50.355 %206
,'W"'-‘o,, o RUNNING PROCESS
Ad d_IP...

May 24,2023 @
‘ Advanced_|...

16:55:37.367

°n,, RUNNING PROCESS

May 24,2023 @ Mlcrosoft No
° Microsoft.N...

16:56:19.677

ea,
%. RUNNING PROCESS

16:56:25.762

May 24, 2023 @ "%., RUNNING PROCESS
° powershell.... 16:56:27.053 powershell exe

ANALYZED EVENT - RUNNING PROCESS

winlogon.exe 17:03:49.527 winlogon.exe

2
o ANALYZED EVE... May 24, 2023 @ o"’w.. o



V=L Sakotnéjas piekluves faze vienmer bus
“izleceji” un tie Ir jJapamana




Virziba uz nobriedusas kiberaizsardzibas Iimeni




CERT.LV

JOINT

CYBERSECURITY
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Hunting Russian Intelligence “Snake” Malware
SUMMARY

The Snake implant is considered the most sophisticated cyber espionage tool designed and used by
Center 16 of Russia’s Federal Security Service (FSB) for long-term intelligence collection on sensitive
targets. To conduct operations using this tool, the FSB created a covert peer-to-peer (P2P) network of
numerous Snake-infected computers worldwide. Many systems in this P2P network serve as relay
nodes which route disguised operational traffic to and from Snake implants on the FSB's ultimate
targets. Snake’s custom communications protocols employ encryption and fragmentation for
confidentiality and are designed to hamper detection and collection efforts.

We have identified Snake infrastructure in over 50 countries across North America, South America,
Europe, Africa, Asia, and Australia, to include the United States and Russia itself. Although Snake
uses infrastructure across all industries, its targeting is purposeful and tactical in nature. Globally, the
FSB has used Snake to collect sensitive intelligence from high-priority targets, such as government
networks, research facilities, and journalists. As one example, FSB actors used Snake to access and
exfiltrate sensitive international relations documents, as well as other diplomatic communications,
from a victim in a North Atlantic Treaty Organization (NATO) country. Within the United States, the
FSB has victimized industries including education, small businesses, and media organizations, as
well as critical infrastructure sectors including government facilities, financial services, critical
manufacturing, and communications.

This Cybersecurity Advisory (CSA) provides background on Snake’s attribution to the FSB and
detailed technical descriptions of the implant’s host architecture and network communications. This
CSA also addresses a recent Snake variant that has not yet been widely disclosed. The technical
information and mitigation recommendations in this CSA are provided to assist network defenders in

Uzbruceja TTPs simulacija
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Persistence Mechanism

The Snake version primarily discussed in this advisory registers a service to maintain persistence on
a system. Typically, this service is named “WerFaultSvc,” which we assess was used to blend in with
the legitimate Windows service WerSvc. On boot, this service will execute Snake’s WerFault.exe,
which Snake developers chose to hide among the numerous valid Windows “WerFault.exe” files in
the %windows%\WinSxS\ directory. Executing WerFault.exe will start the process of decrypting
Snake's components and loading them into memory."!

Figure 2: Snake Boot Cycle

Step 1 -
Executes Werkault
v

Step 2 - Finds / decrypts Regblob

Returns path / keys to
Comadmin.dat

Step 3 - Decrypts Comadmin.dat

Step 5 - Initializes Queue
and loads User Mode




Speja rekonstruéet uzbrukuma detalas, riku,
taktiku un proceduru identificesana
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VA Kam visvairak uzbruk Eiropas savieniba?

CERT-EU apskats:
i

RUSSIA'S WAR ON UKRAINE:

ONE YEAR OF CYBER

OPERATIONS

Other countries™




W= Kas Latvijai uzbrik?

* Piekluves lieguma — DDoS uzbrukumi

e Citas haktivistu aktivitates (deface,
phishing, data leaks, InfoOps)

* RU dienestu atbalstitas
kiberoperacijas - Cadet Blizzard,
Ghostwriter, Gamaredon, Turla...

o Komerciali motiveti uzbrukumi
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Categorisation matrix
> 5and < 6 - 0 0 0 0 0 0
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+EER. DDoS noturiba

Esam cienijami pretstavejusi
apjomigakajiem un ilgstosakajiem
DDoS uzbrukumiem pateicoties:

® tct

... un daudziem citiem partneriem!




Krievijas agresiju atbalstosais PR - haktivisti




krievu haktivi
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krievu haktivistu PR :) “uzbrukums” manabalss.lv

AHTudawmcTbl MpubantTukn == ... 4
OrpoMHas 6naroaapHocTb rpynne NoName Telegram: Contact @antifalivland

3a NPeKpacHoO NpPoBEAEHHYIO onepaLuio no
B3/1OMY CEpBEpa HaLMCTCKOro wabatua Ha

Manabals ¢ ronocoBaHnem 3a genoprauuto Renars Arnicans
PYCCKUX CTapUKOB! AI’tUI"S KI"iViSS

K coxxaneHuto, He Noyunnoch Linda Curika

peaHoHuMuanpoBaTtb Bce 10 000 HauucToB, Andris Dzintars

HO YacTb W3 HUX BCE-TaKM yAanochb s -
BbILENUTb. Bce nonyyeHHble cnnucku 6yayT Jane Doe ﬂ v ——
nepeaaHbl B CK P® ¢ npocb6oi npueneyb Vineta Mekone

yKa3aHHbIX ML} K OTBETCTBEHHOCTH 3a .

U3aeBaTeNibCTBO Haj rpaxaaHamm PO Ha Elina Lange

TeppuTopuu J1aTBUK, 32 BO3POXKAEHUE U Simona Lucatniece
PEROBIMIELNION S Sk I kptield ol Una Aleksandra Bérzina - Cerenkova
reHoLus o HaLMoHanbHOMy MpU3HaKy. 7 2 ’
Tomass Pildegovics
3aecb Mbl OnNy6sIMKYEM Manyto 4acTb leva Viese-Vigula
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BC&. Mbl 3HaeM KTO Bbl, Ile Bbl U Mbl He Nora Biteniece

NPOCTUM BaM NPecTyrneHUs Ballero = i

HEeOHaLUCTCKOro pexuma. Bpar 6yaet Jams Uplejs

YHUUTOXEH. Mo6epa 6yaeT 3a Hamu! Elizabete Aunina

A . Nika Aleksejeva
gnese Kursa Sy

Aigars Starks Eriks K. Selga

Alja Viasa Sanda Svetoka

Aivars Krivmans

Aleksandrs Sverns
Aleksejs Zubrickis
Anda Ulme
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CERT.LV

vk.link

wagner2022.ru, wagnercentr.ru

www.skm.pkp.pl, metro.waw.pl, www.rbinternational.com.

www.danishshipping.dk , www.moviatrafik.dk
e-journal.liea.gov.ua, zno.testportal.com.ua

www .evofenedex.nl

www.port.brussels

www .northseaport.com, www.brussels-charleroi-airport.com



Kludas, secinajumi un virziba uz nobriedusas
kiberaizsardzibas limeni




EEY. Grabekli, uz kuriem kapjam

* Nepardomati centralizeti un izstradati valstij
un sabiedribai nozimigi IKT resursi

* Piegades kezu drosiba - privatais IKT
pakalpojumu sektors sevi nesarga

* Atturiga makonpakalpojmu ieviesana,
kur to varetu darit

* Nepietiekama kompetence valsts
parvaldes iestades - jaiegulda
personala izaugsme



EEE. Briedums un kibernoturiba

Spéejam atri pielagoties un mobilizeties
Stradajam nelielas, tacu efektivas komandas
Mes pazistam viens otru

Mes uzticamies un viens otram
pieradam, ka varam uzticeties

Mums ir Kiberaizsardzibas

vieniba Zemessardze un mobilizeties
spejigas ekspertu grupas




vEEA Sadarbiba ar tiesibsargajosam iestadem

* Sadarbibas ligumi un normativo aktu pamats

* Kopigas veiksmigas operacijas

* CERT.LV dalas ar informaciju par incidentu
izmeklesanas rezultatiem

* Kopigs darbs pie Latvija identificetu kaitigu

resursu izpétes un to neitralizesanas




EEE Valsts soli brieduma veicinasana

* Pienemta jauna Kiberdrosibas stratégija (2023-2026)
* Kiberdrosibas likums (ITDL vieta)
* Nacionala Kiberdrosibas centra veidosana

* MK442 parstrade

e Uzraudzibas sistemas izveide




I Mes esam “ta” noturibal

e Mikrotik
e ziedot.lv
* Edge Autonomy

* un daudzi citi, kurus varam
saukt par Latvijas “Nokia”



EER | atvija vada kiberoperacijas
pasaules ekspertu limeni

Visu izskir attieksme!

20 000 galaiekartu infrastruktura
pilna gataviba 2 - 4 stundu laika

VS

3 500 galaiekartu infrastruktura pilna
gataviba 2 menesu laika

Vairak ka 50 000 sistemas



Latvija vada kiberoperacijas pasaules ekspertu

CERT @certlv - Feb 28

For more than a year CERT.LV is leading a threat hunt operation in close
collaboration with the highly professional colleagues from US

@US CYBERCOM and CAN @CanadianForces @cybercentre ca to
strengthen the cyber resilience of critical infrastructure & ICT services

@ U.S. Embassy Riga & @USEmbassyRiga - Feb 28

Ambassador Robinson welcomed Maj. Gen. William Hartman,
Commander of the Cyber National Mission Force of @US CYBERCOM,
to the Embassy today. 2 works closely with = #Latvia and other
Allies to strengthen capabilities and counter threats in cyberspace.
#StrongerTogether

Jimeni

CERT @certlv - Mar 2
Jutamies pagodinati par iespéju dalities ar Kosovas kolégiem Latvijas
pieredze par nacionalas kiberdrosibas pilnveidosanu.

We are honored to have this opportunity to share Latvia's experience on
improving national cyber security with our Kosovo colleagues.

& Sense @Sense CRC - Mar 1

Day one of the workshop was focused on sharing good practices for
national cybersecurity coordination, and we had the privilege of
learning from the experiences of Latvia. We thank @bkaskina from
@certlv and Elina Viksne for the great presentations.
twitter.com/sense crc/stat...

Canada in Latvia £ @Canadalatvia - Mar 8

Cyber experts from the @CanadianForces @cybercentre ca are proud to
work closely with their exceptional Latvian counterparts @certlv to
counter threats and enhance capabilities. Cooperation makes both our
countries more secure. #StrongerTogether

@ CERT @certly - Feb 28
For more than a year CERT.LV is leading a threat hunt operation in
close collaboration with the highly professional colleagues from US

@US CYBERCOM and CAN @CanadianForces @cybercentre ca to
strengthen the cyber resilience of critical infrastructure & ICT services



EE. - Ka pasargaties?

Agras bridinasanas sensoru tikls
DNS ugunsmiris (dnsmuris.lv)
CERT.LV SOC (draudu telemetrija)
CERT.LV draudu medibas
CERT.LV ielausanas testi / audits
CERT.LV darbinieku izglitosnas
seminari

Kiberdrosibas kopienas info
apmainas platforma (mm.cert.lv)
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