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Malware in current cybercrime

Higher complexity of technology — HW/SW
More faults introduced despite the efforts in security

PoC, exploits, vulnerabilities
Targeted primarily at finding exploits in order to misuse
them (and make money of course)

Typical malware of today
Makes use of these and human vulnerabilities, is
challenging to detect and is organized into botnets

Bothet = $3$
Trading stolen credentials, renting botnet services:
adware push-installations, spam, DDoS



The grey zone - adware, spyware, unwanted...

The decision about detection can be troublesome

It can be difficult to give a reason why the software is
malicious, unwanted, not useful...

Implementing detection can be rather easy
But there are exceptions to the rule
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Typical Regular Malware
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The grey zone - adware, spyware, unwanted...

Subjectivity enters the decision process
Cooperation needed among AV companies to avoid
ambiguous decisions

Initiatives and organizations established
to introduce standards, generally respected rules and
best practices — AVPD, ASC, AMTSO...



The grey zone software specifics

What kind of software are we talking about at all?
Completely useless, without providing any real value

Really? Not any value?
OK, the author/company that develops it gets some
money ;)

Collision of interests
Complicated decisions, many factors to take to account:



