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Why you need it

Spend your time supporting your students, faculty, staff and
education initiatives—not worrying about cybersecurity issues.

ESET's solutions for K-12 and higher education are
designed for today's challenges—from securing virtual
classrooms and ensuring safe distance learning to meeting
regulatory compliance and keeping costs in line.

In addition, these solutions are compatible with both Windows
and macOS for seamless integration into your existing
systems and are manageable via the cloud or on-premises.

ESET: Tailor made for education

While requirements vary greatly between K-12 and
higher education settings, our products address the
challenges common to all institutions, including:

® Protection of sensitive data including employee
and student records, medical information, Social
Security numbers and payment accounts.

® Complex compliance, auditing and reporting
requirements driven by CIPA, HIPAA, PCl and more.

® Tight budgets that limit spending on new
hardware, software and upgrades.

® Equipment ranging from legacy hardware and
multiple OSes to the latest mobile devices.

® Users and equipment in a range of locations, with the
need to protect both school-issued and personal devices.

/ESET PROTECT:
Superior protection,
speed and versatility

Our new ESET PROTECT bundles deliver
the ultimate in protection and convenience.
For education clients, we recommend ESET
PROTECT Advanced, which includes:

CENTRALIZED MANAGEMENT: Convenient
centralized remote management, via the
cloud or on-premises, enables you to manage
thousands of endpoints across multiple
locations. Quickly and easily customize and
maintain logs and run reports as needed.

CLOUD-BASED SANDBOXING: ESET Dynamic
Threat Defense uses cloud-based sandboxing to detect
and analyze never-before-seen threats. Protects
against ransomware, targeted attacks, advanced
persistent threats (APTs), zero-day exploits and other
sophisticated malware. Your entire organization is
protected as soon as the file is submitted—before

it can reach your network, endpoints and users.

FULL DISK ENCRYPTION: This robust encryption
solution for system disks, partitions or entire devices
secures data and supports legal compliance. By
securely encrypting the personal data records you
hold, your organization can better protect itself in the
event of a system breach. Such incidents are much
less likely to be considered a compliance failure by
regulatory authorities if data is properly encrypted.
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ESET Business Solutions for Education

ESET PROTECT solutions include the following components

e Endpoint protection
Advanced multilayered protection for computers,
smartphones and virtual machines.

® Server security
Real-time protection for data passing
through all general servers.

o Remote management console
Single-pane-of-glass remote management;
available via cloud or on-premises.

Remote management via cloud
or on-premises console
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Additional solutions for K-12 and higher education include:

o Endpoint detection and response for increased
visibility into emerging threats, risky employee
behaviors and unwanted applications.

o Two-factor authentication to restrict access to networks,
devices and data and meet compliance requirements.

e Online cybersecurity awareness training
for faculty and staff to reduce risks posed by
phishing, social engineering and other scams.
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“ Currently available on-premises only

Testimonials

“We chose ESET because of deployment, cost of the suite, and overall effectiveness.
Not to mention the awesome ‘low footprint’ of ESET. In the past three years, we have
caught and stopped over 140,000 infections. Protection of that level speaks for itself.”

—Eric Wells, Director of Technology, Muskogee Public School District SEE CASE STUDY

“ESET allows us to have greater uptime and reliability of our workstations,
in addition to protecting the district’s computer network from threats.”

—Michael DiLalla, Senior Network Technician, Penfield Central School District SEE CASE STUDY

“Both our end users and our IT department are extremely satisfied with our ESET experience.”
—Tzafrir Haring, Senior Network Technician, Webster Central School District SEE CASE STUDY
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https://www.eset.com/fileadmin/ESET/US/resources/case-studies/REVISE_ESETUS-12724-Muskogee-caseStudy-rev2.pdf
https://www.eset.com/fileadmin/ESET/US/resources/case-studies/ESETus-CaseStudy-Penfield__1_.pdf
https://www.eset.com/fileadmin/ESET/US/resources/case-studies/ESET-Case-Study-Webster.pdf

