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Easily integrate all ESET APIs 
into your environment
ESET Connect is a digital security API gateway—a powerful tool 
for network administrators and SECOPS engineers that allows 
for increased automation, improved visibility, integration with 
existing tools, customization, and centralized management of 
cybersecurity tasks.

As an IT professional, you’ll find ESET Connect incredibly useful as integration middleware. 
ESET APIs for any component or capability of the ESET PROTECT Platform use 
the exact same logic. This opens up all possibilities without the need for 
extensive learning.

Currently available APIs
We’re releasing APIs in an agile way, as they appear on our roadmap. At the moment, the following types are available:

ESET PROTECT

Endpoint control and management

 ✓ Get lists of devices based on criteria

 ✓ Get endpoints and groups

 ✓ Get lists of events and detections

 ✓ Response: isolate device, run local scan, 
shutdown, restart

 ✓ APIs for policies, installers and tasks

ESET Inspect

The Platform’s XDR-enabling component

 ✓ Detections with a wide range of values

 ✓ Response actions, including block/unblock/ 
kill/reconnect

 ✓ List/create/edit (etc.) incident response and threat 
hunting rules

 ✓ Operations with exclusions
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Benefits

ESET Connect features

 ✓ Learn one, know all: Not only can you learn ESET 
APIs within minutes, but once you know how to 
work with one, you know how to work with them all.

 ✓ Integration: Integrate with existing systems 
and applications such as ticketing systems, log 
management tools, and SIEM & SOAR solutions.

 ✓ Improved efficiency: Streamline digital security 
workflows and enhance the efficiency of 
security operations.

 ✓ Reduced risk of human error: Automate security-
related tasks and reduce the risk of human error.

 ✓ Automation of responses: Automate security-
related tasks across multiple solutions and platforms.

 ✓ Tap into the power of the ESET PROTECT Platform: 
With ESET Connect, you’ll harness the power of 
award-winning technology, based on 30+ years 
of innovation across 10 Research & Development 
centers worldwide.

ENHANCED SECURITY

ESET Connect provides an authentication layer so that 
only authenticated users can access a backend API and are 
authorized to use its functions, data and operations. 

SIMPLIFIED SERVICE DELIVERY

ESET Connect enables the combination of API calls to request 
services, reducing the traffic volume and streamlining API 
processes to improve user experience.

PLATFORM AGNOSTIC HTTP DELIVERY

Using HTTPS as a delivery mechanism, you can integrate 
the APIs into your application, regardless of the platform or 
language used.

API MONITORING AND LOGGING

ESET Connect provides monitoring for all APIs and tracks 
requests and response times. It provides unified logging for 
all APIs so that end-to-end debugging can be performed in 
urgent cases.

SUPPORT FOR SWAGGER

Speed up the onboarding of any new APIs 
because, as a rule, each new API we 
release is documented 
via Swagger.


