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Kam jmonéms reikalingas XDR sprendimas?

» Padidinti galimybes aptikti ir reaguoti J incidentus tinkle

» Kovoti su pazangiomis atakomis ir grésmémis, bandanciomis
apeltl antivirusine apsauga

» Mazinti laiko tarpg iki grésmeés ar jsilauzimo uzuomazgy
aptikimo

» Aptikti potencialias grésmes ne tik tarp vykdomuyjy faily
» |dentifikuoti potencialios grésmés paplitimo mastg

» Automatizuoti reagavimo veiksmus
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Bl INSPECT

Suteikiama ispléstiné jvykiy filtravimo ir ruasiavimo
galimybe

o 6 -Jan 25, 2 [> 7zg.exe (7524)

Accessing process SHA-1

PROTECT & INSPECT cLoup DISABLEE ELPY | ITADMIN :
. . . . E— — B > Dtocationsa > >
Surenkami realiu laiku vykstantys jvykiai R By
A Blocked by Anti-Phishing blacklist
A DETECTIONS D by ESET Endpoint Se: y product F oogle Chrome = I> explorel:exe (5068)
p B Occurred
v

NCIDENTS ) : ] 72g.exe (2964)
Command Line 2 x Signature type sted I
| 5 11 5 .

Signer Name

Seen on

First Seen

Naudojama ESET reputacijos sistema - S e

Username

User Role

[> 7zg.exe (5080)

Galimybe kurti pranesimy taisykles

ESET LiveGrid @ g hb-c-ep01

- D chrome.exe (8092)

6 days ago - Jan

Blokavimas ir istaisymas eewn s

Reputation
2 Detections

Popularity

Skirtas grésmiy medzioklei A

COLLAPSE




APTIKIMAS MATOMUMAS REAGAVIMAS

Rasti kenkéjiska Kas buvo paveiktas? UZblokuoti grésmes saltinj

b Kada tai atsitiko? bei jj pasalinti

Kaip tai atsitiko?



MATOMUMAS -

4

VALDYMAS

)



Aktyvus
komponentai

)
N4

Atakos be faily

Pagrindinés
priezastys

FECRA

Skverbimasis
gilyn (angl.
Lateral
Movement)

VT
duomenys

Naudojamos
technikos



N

Blokuoti Izoliuoti Nutraukti Pasalinti_
vykdyma kompiuter;j procesg faila
- e
. ‘{% e
o



ESET ENDPOINT

APSAUGA




Panaudojimo atvejis

ESET Endpoint apsauga
sustabdo gresme



PowerShell




Neturint ESET Inspect:

@ MINIMALUS
MATOMUMAS
>- oo PowerShell Launched
C b NEAPIBREZTUMAS
&
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Su ESET Inspect jgyjamas:

Outlook opens email /[j\
O
‘ [l ROOT
’ ng!] MS Excel Attachment CAUSE

N DN
, , ACTIVE
PLATESNIS E%:E ECE’.E" Rundll32 executes DLL <v> COMPONENTS
MATOMUMAS

= e PowerShell Launched
(o) @
®,| FILELESS . :
7~ | ATTAcKs s DLL Executed in Memory

—»f\% Threat Detected/Blocked




Su ESET Inspect jgyjamas:

Outlook opens email

(N Techniques Block Execution
] [“]U‘ MS Excel Attachment Used
E XLS

piatesiis L (e [ /e

MATOMUMAS HNGHSS EXECULEs Clean File

-o—  PAPILDOMAS >~ PowerShell Launched

—O—  VALDYMAS —

N

—»f\% Threat Detected/Blocked




Su ESET Inspect jgyjamas:

Outlook opens email

XLS

Excel
PLATESNIS BN - cis) executes DL
MATOMUMAS s S un executes

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

E I
o C PAPILDOMAS :
: e P Shell L hed Kill
—O—  VALDYMAS % Mgy U e GG Process
: Techniques N
Used ’ g‘%‘\ DLL Executed in Memory

*
lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

—»CE% Threat Detected/Blocked

Attachment




Naudojimo atvejis

Sofistikuota ransomware ataka



Kaip atrodo ransomware ataka?

i Svarus tinklas . Failai uzifruoti,
: . reikalaujama
. ispirkos

. Neteiséti darbai, kuriuos

. atlieka nekenkéjiska

. programiné jranga, lieka
nepastebéti
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Kodeél veiksmai pries sifravima liko nepastebéti?

@™

>- (&)

Leidziami skriptai
arba naudojamos
technikos be faily

Naudojama tik
teiseta programine
jranga

(G ¥

Naudojami paprasti
arba anksciau nutekinti
slaptazodziai
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Kaip atrodo ransomware ataka?

Svarus tinklas Jsilauzélis naudoja Failai uzsifruoti,
: i teisétg programine : reikalaujama
. jranga, kad jsitvirtinty . iSpirkos

. keliuose kompiuteriuose

Jsilauzélis prisijungia kaip Jsilauzélis pasalina arba iSjungia
: administratorius su i antivirusine, kuri sustabdyty
. pavogtais prisijungimais . kenkéjiska Sifravima
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Neturint ESET Inspect:

Minimalus matomumas

@ Tinkle vykstandiy
é jvykiq aklumas — Ransomware Detected/Blocked

/[j\ Galima pastebéti, kai
O apsauga isjungiama

\I/
| LLTED
I\

§Z
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"_JD

S0

Platesnis matomumas

Papildoma kontrolé

Atitiktis kibernetinio
saugumo draudimui

Ramybé

Su ESET Inspect jgyjamas:

Admin Logs in Via RDP

B

PSExec Downloaded
EXE‘ Then used for Lateral Movement

., |>- o PowerShell Launched

AN
: {D%}\ DLL Downloaded and Detected
. @B\ New Service Installed
EXE

Service Executes PowerShell on Reboot

N
> @\ BCDEdit.exe modifies boot
EXE
=<§j Ransomware Detected/Blocked




| KOK] ESET VERSLO PAKETA JEINA
ESET INSPECT?



PROTECT PROTECT PROTECT PROTECT PROTECT PROTECT
ENTRY ADVANCED ENTERPRISE COMPLETE ELITE MDR

Valdymo konsole debesyje
ESET Protect Cloud
Pazangi darbo viety apsauga
Endpoint Security

Serveriy apsauga

ESET Server Security
Mobiliyjy jrenginiy valdymas

Mobile Device Management

Apsauga nuo pazangiy grésmiy
ESET LiveGuard Advanced

Pilnas disko sifravimas

ESET Full Disk Encryption
Pasto apsauga

ESET Mail Security
Debesijos paslaugy apsauga
ESET Cloud Office Security

Pazeidziamumuy ir pataisy valdymas

ESET Vulnerability & Patch Management
ISplestinis aptikimas ir reagavimas

ESET Inspect

Keliy veiksniy autentifikavimas
ESET Multi-Factor Authentication

PREMIUM palaikyrmas L L o L .
Pagalba, kai jos labiausiai prireikia Pasirinktinai Pasirinktinai Pasirinktinai Pasirinktinai Pasirinktinai
Saugumo paslaugos o o o o .
Apsaugoti. Reaguoti. Numatyti. Pasirinktinai Pasirinktinai Pasirinktinai Pasirinktinai Pasirinktinai
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Klausima
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