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Slaptazodziy statistika

DL

Panaudoti slaptazodziai Jsilauzimai Slaptazodziy kGrimas Slaptazodziy naudojimas
IT profesionalai naudoja jau anks¢iau  Su jsilauZimais susijusiy paZzeidimy yra Vartotojy slaptazodziai yra artimai Darbuotojai naudoja tuos pacius
naudotus slaptazodzius sietini su slaptaZodziais susije su jy aplinka slaptaZzodZius namuose ir darbe
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Slaptazodziy vagysteés
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Problematika

Privilegijuoto
vartotojo
vagysté

Jungiamasi prie Duomeny Incidento

sistemy vagyste valdymas
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Problematika

Trecioji Salis
jungiasi prie
sistemy

Dél pakeitimy
dingo
duomenys

Kaip dingo Incidento

duomenys? valdymas
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Senhasegura sektoriai

Transport

2,2%

Construction

2,2%
Telecommunication
3,6%

Education

4,0%

Health Care

6,2% 6,2%
Technology
6,2%

Financial (FinTech)
31,5%

Retail
7,1%

=

9,8%

Government
9,8%

Manufacturing
13,3%

Services
12,9%
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Senhasegura plétra
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Senhasegura pripazinimas
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Privilegijuoty vartotojy administravimas (PAM)
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Teisiy valdymas:

- Resursy priskyrimas (vidiniy ir
iSoriniy resursy, aplikacijy ar
tinklapiy, Windows, Linux
sistemuy, tinklo jrenginiy),

- Veiksmy plano valdymas,

- Sesijy laiko valdymas.
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Prieigos valdymas:

- Jmonés tinklo administratoriai,
- Treciyjy Saliy specialistai,

- Kiti vartotojai.

Sesijy valdymas:

- Sesijy loginimas, Slaptazodziy valdymas:
- Sesijy jrasymas, - Karimas (generavimas),
- Paie$ka sesijy jrady archyvuose - Saugojimas,

pagal kriterijus. - Administravimas.

FROST
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Moduliai

ACCOUNT AND
SESSION

Q

() |-

PAM CORE
DOMUM

MY SAFE

©senhasegura

ENDPOINT

SSG.GO-WIN

S$SG.GO-LINUX

$5G.GO-MAC

SaasS, subscription

DEVOPS

(oo o)

DSM

FORRESTER

(on-prem)

MULTI CLOUD

A

g

CLOUD IAM

CIEM

FROST

SULLIVAN

or perpetual

CERTIFICATE

o

CERTIFICATE
MANAGER

(on-prem)

PRIVILEGED
INFRASTRUCTURE

MULTI TENANT
release in Q4/23
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Viskas viename

PAM CORE sudaro:

* ApptoApp

* APlintegration (with several integrations
from the shelf)

e Tread Radar

* Discovery

e Automatic Task Manager

* Behavior Analysis

* Report generator

« MFA

e Dashboard
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° PAM Core ~
Credentials C

PAM Core

Certificate Manoger
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Protacted Informations
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Discovery
Access control
Koot e MySafo
(2) Desktop
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@ Reports /
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DevOps Secrat Manager

Task Manager
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Cloud |1AM

D

GO Endpoint Monagsr
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Domum Remote Access

B

Change Audit

|4 Dashiboard

© Bohavior

) Exocutions

@ Orbit Config Manager
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PAM apzvalga
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Acoaartabiiiny
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Passward

Osenhasegura

*
Some supported protocols: RDP, SSH, HTTP, HTTPS, X11, VNC, Telnet, RLogin,
MySQL, Oracle, PostgreSQL, SQL Server, Windows (RM,RPC,SMB), etc.
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Problema

Kas kontroliuoja administratoriaus
veiksmus? Tarkim, jei administratorius
netikétai iSéjo i darbo, ar jmonéje dar
kazkas be jo turi prisijungimus prie
sistemy?

Sprendimas

Atraskite ir centralizuokite visus
privilegijuotus kredencialus, vartotojus
ir sukurkite tvirtg autentifikavima,
jgaliojimg ir atskaitomybe uz jo
naudojima.

PAM leidZia saugoti slaptazodzius ir
perduoti kitiems administratoriams.

Poveikis

Sumatzinkite atakos rizikg pasalindami
nereikalingus kredencialus.
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Islaidos

Visible Costs
License °
Deployment :
POy 1 Rollout
' -@
)
Maintenance
@- Training
—0
Personal
@- . .
Professional Services
Storage ®
- Adds On
Hidden Costs @
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Kiti gamintojai (WINDOWS) vs. Senhasegura (LINUX) architektiiros sandara
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Pabaigai

Privilegijuoty vartotojy kontrolé

Privilegijuoty vartotojy atsparumas kibernetinéms grésméems
Prieigos reguliavimas vienoje vietoje

Kredencialy bendrinimo apribojimai ir jy valdymas
Pranesimai ir zurnalizavimas
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