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10 LABIAUSIAI ISNAUDOJAMY PAZEIDZIAMUMY
SARASAS 2022

* ZerolLogon (CVE-2020-1472) Attacks/Breaches | (U 4 MINREAD |EhNEWS
* LogaShell (CVE-2021-44228) Majority of Ransomware Attacks Last Year
* ICMAD (CVE-2022-22536) Exploited Old Bugs

* ProxyLogon (CVE-2021-26855)

New research shows that 57 vulnerabilities that threat actors are currently using in ransomware
e Spring4Shell (CVE-2022-22965) attacks enable everything from initial access to data theft.
« Atlassian Confluence RCE (CVE-2022-26134)
 VMware vSphere (CVE-2021-21972)
. Google Chrome Zero-Day (CVE-2022-0609) Cuba ransomware uses Veeam exploit against critical U.S.
* Follina (CVE-2022-30190) organizations

e PetitPotam (CVE-2021-36942)

By Bill Toulas August 20, 2023

Saltiniai:
https://www.getastra.com/blog/security-audit/top-vulnerabilities/
https://www.darkreading.com/attacks-breaches/dozens-of-vulns-in-ransomware-attacks-offer-adversaries-full-kill-chain
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ESET APTIKIMAI — EL. PASTAS

HTML/Phishing.Agent trojan

R ::

Win/Exploit.CVE-2017-11882 trojan

I

DOC/Fraud trojan |G 10.1%

HTML/Phishing trojan

I 5%

MSIL/TrojanDownloader.Agent trojan [ 3.4%

HTML/Phishing.Outlook trojan

HTML/Fraud trojan

B 2.9%
. 2

PDF/Phishing trojan [ 21%

HTML/Phishing.Microsoft trojan

VBA/TrojanDownloader.Agent trojan

o
e

Top 10 emaiil threats detected in Hl 2022

Digital Security
Progress. Protected.



ESET APTIKIMAI - TINKLO ATAKOS

Trends of RDP, SMB and SQL attack attempts 1 H2 2022 and H1 2023, seven-day moving average

m Password guessing

m Apache Log4) CVE-2021-44228

0.3% Apache Struts2 CVE-2017-5638
0.5% H m SMB.DoublePulsar scan
0.8% W Pulse Secure CVE-2019-11510

m Apache Spring4) CVE-2022-22963,22965
m MS IS CVE-2015-1635

MS RDP CVE-2019-0708 BlueKeep

MS SMBT EternalBlue

MS Exchange Exploit.CVE-2021-26855

m Other

External network intrusion vectors reported by unique clients in H1 2023
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KRITINIAI PAZEIDZIAMUMAI

Research Threat intelligence Microsoft Defender Threat actors - 6 min read

Storm-0978 attacks reveal financial and
espionage motives

By Microsoft Threat Intelligence

Storm-0978 targeting defense and government entities in Europe and North America. The campaign
involved the abuse of CVE-2023-36884, which included a remote code execution vulnerability exploited
before disclosure to Microsoft via Word documents, using lures related to the Ukrainian World Congress.

Saltinis
https://www.microsoft.com/en-us/security/blog/2023/07/11/storm-0978-attacks-reveal-financial-and-espionage-motives/



KRITINIAI PAZEIDZIAMUMAI

MOVEIt vulnerability and data
extortion incident

Information about the MOVEIt vulnerability that has affected a number of
organisations, including actions for affected individuals and organisations.

Saltinis:
https://www.ncsc.gov.uk/information/moveit-vulnerability



Saltiniai:

KRITINIAI PAZEIDZIAMUMAI

1KCVE-2022-2068 Detail

Description

In addition to the c_rehash shell command injection identified in CVE-2022-1292, further circumstances where the c_rehash script does not
properly sanitise shell metacharacters to prevent command injection were found by code review. When the CVE-2022-1292 was fixed it was
not discovered that there are other places in the script where the file names of certificates being hashed were possibly passed to a command
executed through the shell. This script is distributed by some operating systems in a manner where it is automatically executed. On such
operating systems, an attacker could execute arbitrary commands with the privileges of the script. Use of the c_rehash script is considered

obsolete and should be replaced by thgOpenSSL jehash command line tool. Fixed in OpenSSL 3.0.4 (Affected 3.0.0,3.0.1,3.0.2,3.0.3). Fixed in
OpenSSL 1.1.1p (Affected 1.1.1-1.1.10). Fixed in OpenS5SL 1.0.2z7f (Affected 1.0.2-1.0.2z&).

Seue i ty CVSS Version 3.x CVSS Version 2.0

CVSS 3.X Severity and Metrics:

m NIST: NVD Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

https://nvd.nist.gov/vuln/detail/CVE-2022-2068



3CX (VolIP) - KRITINIAI PAZEIDZIAMUMAI

Trusted by 300,000+ companies The #1 Communications System! 12 000,000+ users everyday

Mercedes-Benz TOYOTA

AIRFRANCE NHS

Hackers compromise 3CX desktop app in a supply chain attack

Saltinis:
https://www.3cx.com



3CX (VolIP) - KRITINIAI PAZEIDZIAMUMAI

j

3CX Windows app

—
L3

compromise spreads to

Lazarus X_TRADER software by 3CX employee
Trading Technologies

O O O

e ] Eg 3

3CX macOS app

Saltinis:
https://www.3cx.com

April 2020 Late 2021 2022
X_TRADER end-of-life

O

2023



KAIP TAlI SPRENDZIAMA SU ESET?

Computers

Groups

' g Companies (0)
[ DEMO (17)
~ B3I EDU (1)
0 Lost & found (0)
' [J MY (23)
B9 oL )
v [ TEST (102)
- [ VIRT (29)
[ 0365 (3)
[ Servers (3)
B3 VAPM (4)
VIP Users

Servers (without ADs)

* Pazeidziamumuy nustatymas

(35 000+ bendryjy pazeidziamumy ir rizikos veiksniy (CVE) DB Windows sistemomes, ateityje ir iS MacOS bei
Linux)

» Centralizuotas valdymas ir filtravimas
(galimybé administratoriui pagal svarbg rasiuoti aptiktus pazeidziamumus ir sekti jy pataisos bukle)

* Rizikos mazinimas
(pataisos modulis geba aptikti 700+ programy pazeidziamumy ir automatiskai pataisyti 150+)

= Atitiktis saugumo standartams

(pazeidziamumy jvertinimas atitinka tokiems jrankiams taikomus funkcionalumo kriterijus ir standartus)

» Islaidy taupymas
(is anksto identifikavus ir pasalinus pazeidziamuma galima isvengti brangiy duomeny pazeidimy ir sistemos
gedimy)

» Padidinta apsauga nuo kibernetiniy ataky

(reguliarus pazeidziamumy jvertinimas pagerina bendrg saugumo padétj ir uztikrina geresne gynyba nuo
ataky)

®
@ erT Digital Security
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VULNERABILITY & PATCH MANAGEMENT

SU KOKIU VERSLO PAKETU YRA AKTYVUOJAMAS?
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Advanced Complete
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Klausimai?

Lukas Apynis
lukas@eset.|t
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