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Top 2022 metų incidentai

Kovas

● OEM-affiliated supplier hit 
by cyber attack.

● Two major OEMs vulnerable 
to replay attacks let hackers 
remotely unlock and start 
vehicles.

● Italian railway firm falls 
victim to ransomware 
attack. Balandis

● New Combined Charging 
Stations (CCS) attack 
technique found with the 
potential to disrupt the 
ability to charge electric 
vehicles at scale.

● Automotive tools 
manufacturer discloses 
data breach claimed by 
Conti ransomware gang.

Sausis

● Hacker remotely controls 25 
American OEM EVs around 
the world.

● Several vulnerabilities were 
found in multiple charging 
stations which allowed remote 
attackers to impersonate 
charging station admin users 
and carry out actions on their 
behalf.

● App account of American 
mobility service hacked.

Vasaris

● Russian electric vehicle 
chargers were hacked and 
disabled by a Ukrainian EV 
charging parts supplier as 
part of a cyberwar effort.

● Cyber attack on a Japanese 
OEM’s supply chain shuts 
down 14 factories in Japan 
for 24 hours.

● Tier-2 company hit by cyber 
attack. 5

Šaltinis: Upstream 2023 Global Automotive 

Cybersecurity Report



Top 2022 metų incidentai

Liepa

● A hacker gained control over 
a head unit of Japanese 
automotive through the 
dashboard’s API.

● Popular vehicle GPS tracker 
gives hackers admin 
privileges.

● Car rental firm experiences 
a data breach, affecting 
employees and possibly 
customers. Rugpjūtis

● Three ransomware attacks 
were launched against a 
Tier-1 supplier.

● A new mobile app 
vulnerability was discovered, 
enabling man-in-the-middle 
attacks on EV OEMs.

● North American automotive 
dealership affected by data 
breach.

Gegužė

● Chinese OEM vehicles were 
found to be vulnerable to 
attacks via update 
processes.

● German automakers 
targeted in a year-long 
malware campaign.

● Agriculture vehicles, valued 
at $5 million, were remotely 
disabled and stolen. Birželis

● Hackers targeted vehicles of 
an American OEM through 
Bluetooth attacks.

● Eight zero-day 
vulnerabilities discovered in 
a popular industrial control 
system used in the 
transportation sector.

● Japanese automotive 
supplier hit by ransomware 
attack.



Top 2022 metų incidentai

Lapkritis

● A ransomware group offered all 
information stolen from a 
global Tier 1 supplier, in a 
ransomware attack, for sale on 
the dark web for $50 million.

● Cyber attack shuts down 
Denmark’s largest train 
company.

● White hat hackers remotely 
started, stopped, locked, and 
unlocked vehicles of multiple 
OEMs by sending API requests 
with the VIN on a unique ID 
field via a widely used 
infotainment system. Gruodis

● US-based mobility service 
provider impacted by a data 
breach at a 3rd-party vendor 
used for asset management.

● Chinese EV OEM impacted by a 
data breach and ransomware 
demand of $2.25 million in 
Bitcoin.

Rugsėjis

● Hackers attacked a popular taxi 
app, causing massive traffic 
jams.

● American moving and storage 
rental company impacted by 
data breach.

● Vehicles of American OEM can 
be stolen with a new relay 
attack. Spalis

● Italian OEM hit by ransomware 
attack.

● Japanese OEM customers 
affected by data breach in its 
mobile app.

● UK car retail giant hit by 
ransomware attack.
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Nuo ko viskas prasidėjo?

Koks yra žymiausias automobilių kibernetinio saugumo 

incidentas?
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Jeep incidentas

Kada: 2015 metais

Kaip: CVE-2015-5611

Pasekmės: Atšaukti 1.4 milijonai vienetų. 

● 2013-2015 MY Dodge Viper specialty vehicles

● 2013-2015 Ram 1500, 2500 and 3500 pickups

● 2013-2015 Ram 3500, 4500, 5500 Chassis Cabs

● 2014-2015 Jeep Grand Cherokee and Cherokee SUVs

● 2014-2015 Dodge Durango SUVs

● 2015 MY Chrysler 200, Chrysler 300 and Dodge Charger sedans

● 2015 Dodge Challenger sports coupes





Šaltinis: https://nvd.nist.gov/vuln/search

https://nvd.nist.gov/vuln/search




Tai ar lengva visgi įsilaužti į automobilį?

Ir taip, ir ne…

Kia ir Hyundai 

incidentas



Kia ir Hyundai incidentas

Kia Boys tendencija



Flipper zero



Ar taikinys tik automobiliai?



Brokenwire ataka

LimeSDR

Šaltinis: https://www.brokenwire.fail/

https://www.brokenwire.fail/


Ar būtina turėti automobilį ?



Long-range attacks increased in 

2022 due to increased connectivity 

and API reliance

Šaltinis: Upstream 2023 Global Automotive Cybersecurity Report





Kokia visgi ateitis laukia?

Šaltinis: Upstream 2023 Global Automotive Cybersecurity Report



Nauji funkcionalumai - patogumas ar grėsmė?

Mercedes Benz augmented reality 

navigation

Mitsubishi signaling 

system
Audi e-Tron 

virtual mirrors



Prenumeratos



Without security there is no safety

Samsung safety truck 

concept



Kaip apsaugoti?

● Faradėjaus dėklas

● Atnaujinti programinę įrangą

● Jei kraunate, patikrinkite progresą

● Jei naudojate aplikaciją ar turite paskyrą, apsaugokite stipriu slaptažodžiu

● Išjunkite nenaudojamus funkcionalumus kaip, pavyzdžiui, Bluetooth

● Naudoti patikimą įrangą

● Sekimo prietaisas



https://www.meetup.com/automotive-security-research-group-lithuania/

https://www.meetup.com/automotive-security-research-group-lithuania/


Ačiū už dėmesį
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