SOLUTION OVERVIEW

Multilayered technology, machine learning
and human expertise working together to
provide comprehensive security for all platforms

What is a mobile
protection product?
A mobile protection product can be

installs, pre-configuring devices for users

separated into two distinct categories:

and other items related to IT management.

security and management.
The security features range from
antimalware, anti-phishing, limiting access
to unsecure connections and much more.

Mobile protection typically covers
Android and Apple devices, the two most
widespread mobile operating systems.
As these OSes are different, mobile

Management features include remotely

protection capabilities can vary

wiping devices, restricting application

between these systems.

No need for a dedicated solution for full mobile device management
– oversee smartphones and other endpoint devices from a single
point with ESET PROTECT.

“Centrally managed security on all endpoints,
servers and mobile devices was a key benefit for us.”
— IT Manager; Diamantis Masoutis S.A., Greece; 6,000+ seats

Technical features
Android/iOS

Android only

iOS only

ANTI-THEFT

MULTILAYERED
DEFENCE

APPLE iOS
MANAGEMENT
FRAMEWORK

Easily remote lock, wipe, or kick
off a siren on a potentially lost or
stolen device. Additionally, you can
send custom messages directly
to devices, or set up lock screen
information to help ensure devices
get returned to proper owners.

A single layer of defence is not
enough for the constantly evolving
threat landscape. All endpoint
products have the ability to detect
malware pre-execution, during
execution and post-execution, all
while remaining mobile-optimised.

APPLICATION
CONTROL

MACHINE LEARNING

Offers administrators the
option to monitor installed
applications, block access to
defined applications, permissions,
or categories and prompt users to
uninstall particular applications.

All ESET endpoint products have
been using machine learning, in
addition to our other layers of
defence, since 1997. Specifically,
machine learning is used in the
form of consolidated output and
neural networks.

DEVICE SECURITY

ANTI-PHISHING

Left up to a user, device security is
usually not implemented properly.
Therefore, ESET allows admins
to define password complexity
requirements, set screen lock
timers, prompt users to encrypt
their device, block cameras and
more.

Protects users from fake
websites that attempt to acquire
passwords, banking data and
other sensitive information.

CLOUD MANAGEMENT
CONSOLE
Smartphones, along with desktops
and servers, can be fully managed
from a single-pane-of-glass cloud
console, ESET PROTECT, for the
complete security overview of
your network.

No need for dedicated solutions
– take advantage of Apple iOS
Management Framework and
oversee the security of all company
iOS devices from a single point with
ESET PROTECT.

PUSH ACCOUNT
SETTINGS REMOTELY
Remotely push out account
settings such as Wi-Fi, VPN and
Exchange information.

MOBILE DEVICE
MANAGEMENT
Both user and admin is
automatically notified if the
current device settings are not
in compliance with corporate
security policies, and the necessary
changes are suggested.

APPLICATION AUDIT
Tracks applications and their
access to personal and company
data. Sorted by categories, it
allows administrators to monitor
and control applications’ access.

*The availability of the features above is dependent on Android/iOS system restrictions and the version of the mobile OS.

With ESET PROTECT, you get a full visibility of the network, from mobiles to workstations and servers.
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