Cloud Security
Sandboxing:
A DYNAMIC APPROACH
TO THREAT PROTECTION
Security teams, users, and organizations gain
efficiencies and improved threat protection with
cloud-based security sandboxing.

Computers, routers, Wi-Fi networks, collaboration tools, and
cloud-based applications have all become major attack
targets since the global coronavirus pandemic started.
“The pandemic created a fertile environment for a whole
range of cyber actors to take advantage,” says Tonya Ugoretz,
deputy assistant director of the FBI Cybersecurity Division.
Adversaries are launching sophisticated attacks to identify
security weaknesses in endpoints accessing the enterprise
network. This trend has exposed limitations in
appliance-based sandboxing technologies that many
organizations use to protect against endpoint threats.
Traditional sandboxing—an isolated environment to test an
application or its components—is limited to on-premises
devices and doesn’t scale to meet the requirements of a
widely distributed workforce. It focuses primarily on known
threats, so it’s not always strong enough against
ever-evolving attacks and malware hidden in Secure Sockets
Layer/Transport Layer Security (SSL/TLS) traffic.

Cloud-based sandboxing offers multiple
security benefits
Cloud sandboxing offers multiple benefits compared to
traditional appliance-based sandboxing, starting with the
protection of end users and their devices. The cloud sandboxes
sit between endpoint devices and the internet, inspecting traffic
for malware and suspicious files—regardless of whether users
are on-premises or in remote locations.
A cloud-based security sandbox also offers a virtual
environment where a suspicious program can be safely
executed and its behavior can be analyzed and reported in an
automated fashion.

“The pandemic created a fertile
environment for a whole range of cyber
actors to take advantage.”
— Tonya Ugoretz, deputy assistant director
of the FBI Cybersecurity Division.
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Another benefit: Cloud-based sandboxes provide an
environment where developers can test applications and
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Evaluation criteria for cloud-based
security sandboxing
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Total-cost-of-ownership considerations. Examine the cost-
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licensing options are. Also, if the sandboxing technology has a steep

factors to consider and questions to ask:

learning curve, evaluate whether the benefits the technology offers
are worth the investment in time and effort.

File types and web objects that the cloud sandbox can
analyze. Hackers use a variety of file types such as Word
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organization is protected against online threats depends to a

human expertise is involved or the provider is relying purely on
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Your organization’s tech stack. Consider your operating

The bottom line
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The rapidly changing threat landscape and the large-scale shift to
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Learn more about dynamic threat defense and advanced
protection with cloud-based sandboxing technology.
Visit https://www.eset.com/us/business/cloud-security-sandbox/

